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The Architectural Thesis: Inversion of Control

Legacy: Monolithic Chatbot ContextUnity: Digital Entity Ecosystem
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System Overview: The Biological Metaphor
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Kernel: Protocols & Contracts
Mind: Reasoning & Orchestration
Memory: Vector & Graph Storage
Hands: Durable Execution
Immune: Policy Enforcement



The Nervous System: ContextCore

Infrastructure Zero

Rule 1: Zero Business
Logic. Pure
Infrastructure.

Rl e ST cI™CantEacts
via Protobuf.

Rule 3: Limited
Dependencies: grpcio,
protobuf, pydantic.

Output: Unified
Structured Logging &
Telemetry.
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The Universal Protocol: ContextUnit

Envelope
(UUID: Trace_ID)

Provenance Chain
<— [router:ingest -> shield:scan
| -> brain:store]

Security Context
[Scopes: Read/Write]

Modality Agnostic: i
Text / Audio / Spatial

Metrics
[Latency, Cost, Tokens]

Envelope
(UUID: Trace_ID)

Every atomic unit of data is traceable, measurable, and secure.
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Identity & Access: The ContextToken

Root Token

(Ed25519 Signed)

Full Access

Service Token

. -

Scope: brain:write

Agent Token
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Key Concepts

Scope: brain:write:tenant_1

e Capability-Based Security (Not Identity-Based)

e Verification: Public Key Only (No DB Lookup)

e Attenuvation: Permissions can only shrink, never grow.
e Scope Syntax: {domain}:{action}:{resource}
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The Mind: ContextRouter & Cortex
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Dynamic Capabilities: The Registry System
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Connector |-
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Tool

B

Graph

Tool

@register_tool
@register_graph

Connector

e Runtime Discovery: Automatic
loading from 'modules/tools’

e Hot-Swapping: No restart
required for new logic.

e Universal Model Registry:
OpenAI / Vertex / Anthropic /
Ollama (Local)

e Fallback Strategies:
Sequential -> Parallel ->
Cost-Priority
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Federated Execution: BiDi Binding

Inversion of Control / Zero-Knowledge Execution
CLOUD (Router) EDGE (Project/Tenant)

l : ; e Router decides WHAT to
: Intent (SQL Request) } ( 2 K} run.
: > technical data, type, Dtant .
37 Project Server e Project decides HOW to
run it.
" 3
5k ' DB e Zero-Trust: No database
Rout BiDi gRPC Stream (Sensitive keys shared with the AI
outer [ ket e |~ gl Credentials) 0S.
: AT ED
1 X ) Result (Data) 7% 2 :
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The Memory: ContextBrain

< >

Tenant Boundary
(Row-Level Security)

Semantic Memory
(Vectors/Embeddings)

pgvector

Knowledge Graph
(Nodes & Edges)

Entity Relations

Episodic Memory
(Events)

Time-series Logs
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Unified Storage:
PostgreSQL +
Extensions

Caching:
Redis-backed
Embedding Cache
(emb: {sha256})

Procedural Memory:
Stored Skills
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Structured Knowledge & Taxonomy

Knowledge Graph (Relations)

Entity A

Alias 1
() Alias 2

Entity A
=

Entity B

Alias 1

Entity 2

V
Entity Aliases & Synonyms

ﬂ
.

Taxonomy (ltree)

Root Category kil
Level 1A Level 1B
Level 2A.1 Level 2A.1
Level 2A.2 Level 2A.2
Level 2B.1 Level 2B.1 |

Category Paths

o o A A A A A,

PostgreSQL Extensions: pgvector, ltree, uuid-o0ssp
Isolation: SET LOCAL app.current_tenant
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The Hands: ContextWorker

Durable Execution

Task Start System Restart / Failure Resume State

y )\

Temporal Workflow Integration

& %

Mode A: Harvester (Heavy Data Ingestion)
Mode B: Agent Registry (Background Polling)
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The Domain: ContextCommerce

Business

|

Gardener Agent
(Enrichment)

Batch/Agentic
Mode

Process List:

Al

Headless PIM
(Product
Information
Management)

N

o — — 0

Oo—— —0

SRR

IR

_________ ,,% Matcher Agent
(Alignment)

W/W/W Jszss

e Batch Mode: High Volume (2-5s/item)
e Agentic Mode: Complex Reasoning (10-30s/item)
e Manual Mode: Human-in-the-Loop Review

V A W

/| The Platform provides the Tools.
/| The Domain provides the Taxonomy.
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The Immune System: ContextShield

AI Firewall

Raw Input Stream

Injection Validator

Jailbreak Detection

RAG Context Poisoning Check

Policy Engine
(Datalog Rules)
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The Privacy Proxy: ContextZero

LLM Inference

Input: "Contact John
Smith at 555-0199"

ContextZero Proxy

Input: "Contact [PERSON_1] \B

Ephemeral Keys at [PHONE_1]"

(RAM Only)

)
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Output: "Calling John Smith..."
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The ContextZero Proxy sanitizes sensitive
data before it reaches the Al and restores it
in the output, ensuring privacy without

compromising functionality.
A A e A A o A A AP,

Key Features:

e PII Masking: Regex + Named Entity Recognition

e Deanonymization: Automatic restoration on return
e No Persistence: Keys destroyed post-session
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Secure Tool Enforcement
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Fail-Closed Architecture: No Token = No Execution.
Zero-Trust Stream: Authenticated via Shield.
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Platform Protection & Licensing

'< TRANSFORMATION PROCESS N

Native Machine
Code (.so)

Python

Source Code -uitka AOT Compiler

TRANSFORMATION PROCESS

LN

Key Features:

e Binary Distribution: Python bytecode stripped.

e Hardened Architecture: Critical modules (Shield, Zero) compiled.
e Licensing: Ed25519 Signed JSON Verification.
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Infrastructure as Code
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m Orchestration ] ., Auto-Discovery via
5\ @; (Pulumi - Cloud Resources) v Redls /DNS.
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Host Config
(Ansible - Idempotent)
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o Rigorous mTLS
Service Identity.
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Observability & Telemetry

OpenTelemetry / Langfuse

Metrics

Latency = = = Token Usage
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@ Deep Introspection of LLM Reasoning.
¢ Distributed Tracing across Service Boundaries.

& Structured JSON Logging with Secret Redaction.
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The Complete Digital Entity
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UNIVERSAL. SECURE. SOVEREIGN.
A unified, programmable Al Operating System.



